





Data Rights for Communities
Early June 2020

This work is licensed under a creative commons Attribution 4.0 International
License.

[@losle

You can modify and build upon this document non-commercially, as long as you
give credit to the original authors and license your new creation under the
identical terms.

Author: Asheef Iqubbal

Editors: Sana Alam and Anulekha Nandi

Concept: Anulekha Nandi

Review: Sana Alam, Shambhavi Madan, Anulekha Nandi, and Osama Manzar
Design and lllustration: Sharada Kerkar

This resource is also available in Hindi: https://bit.ly/2VkcJRP

You can read the online copy at www.defindia.org/publication-2

Published and distributed by:

Digital Empowerment Foundation

House no. 44, 2nd and 3rd Floor (next to Naraina lIT Academy)
Kalu Sarai (near IIT Flyover)

New Delhi — 110016 Tel: 91-11-42233100 / Fax: 91-11-26532787
Email: def@defindia.net | URL: www.defindia.org



Data Rights for Communities

The Internet has changed our lives in every possible way-be it
our experiences of conversations or expressions of our ideas,
beliefs, or even emotions. It has become our livelihood, our
source of entertainment, and our mode of release all rolled into
one.

However, conveniences come at a cost. The Internet is able to
make our lives simpler because it collects our data from every
Interaction we have with it. How we interact with the Internet
tells a lot about our tastes and preference patterns, likes, dis-
likes, causes we support, ideas we don't, our spending patterns,
our risk profiles, our credit worthiness, whether we are ‘model’
citizen, or hold opinions that do not toe some imaginary line.

Such data are collected, processed, and used by the entities
whose services we use on the Internet. Given how deeply
entwined these practices are within our lives, rights we enjoy

as citizens and individuals tend to get caught up in how such
data are collected and used and how much is revealed to whor
and to what extent.

In this context, 'Data Rights For Communities' is an effort to
give you a sense of understanding about the data, how it is
collected and used, and the rights associated with it.




We all use social media platforms, don’t we?

We love sharing photos on different social media plat-
forms. We like looking at pictures of our friends and re-
acting and comment on them. We also like different
pages for different purposes — entertainment, news, gos-
sips, fitness etc. It sometimes feels there is no end to the
things we can ‘like".

Have you noticed that while using social media plat-
forms, different advertisements also pop up on our
screen, don't they? | have seen them many times and you
must have seen them too. Have you ever noticed why
only content similar to those that we like keep coming
up? | have noticed that whatever | try to search on
Google, Amazon, Flipkart, or Paytm, the same advertise-
ments flash on my social media accounts too. You will
also notice that something similar happens every time.



data. This data set is collected on the basis of our likes,
comments, posts we share, things we may read, the
videos we watch etc. This data is later used to influence
your choices ideas and everything that you may do in
your daily lives. 9 9




Data

1. Data are characteristics or information about you
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2. Data is stored in such a way that it can be processed.

i
3. Data can be used to influence you and to monitor your activities,
behaviour, and practices.

4. All interactions with the Internet can
be collected, stored, and processed
as data.

5. Businesses, governments, and many other organisations use data

to improve their work efficiency.
6
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Is data collected only by social media platforms?

No. All businesses and government entities collect data
about customers and citizens in one form or another. Busi-
nesses and who provide digital services are able to capture
very granular data on basis of mobiles applications that are
provided by them to the customer. However, the practice of
enumeration and data collection stretches back to colonial
times. Data of the number of households in India was first
collected by the British in 1872.

Since then, governments have collected data like census
data to enable better administration and policy planning.
However, data aggregation by government today have also
come to include digital identification systems like Aadhar
Card which contains digital biometric information. This is In
turn linked to a large extent to other utility services we use
like banking, mobile phones etc.

The stated aim of the Aadhar project is provide seamless
social protection delivery to eligible populations without
leakages. The data triangulated across the social protection
database provide a 360 degree overview of an individual.



Is data collected only by social media platforms?

1. There have been various data collection
practices at various points of time.

2. Census is also a way
of collecting data.

3. The government uses data to
formulate policies.

4. Data aggregation by government has come
to include digital identification systems
like Aadhar.

5. The Aadhar data triangulated through
linkage with utility and social protection
services provides a 360 degree overview
of an individual.
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Different Ways to Collect Data
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Do private entities also collect data?

Yes. Private firms, financial institutions, digital payment sys-
tems also collect vast amounts of data. From Ola, Uber to
Paytm and Zomato, every application that we use on smart-
phones or computers collect our data and process it.

There are two types of data:
1. Personal data:

Any information that relates to any individual, or different
pieces of information which can lead to the identification of
a person is called personal data. Personal data constitutes a
mobile number, name, birth certificate, etc.

Personal data can also fall into the category of sensitive
personal data which are those aspects of personal data that
need extra security like you religion or caste, political opin-
lon, mental health etc

2. Non-personal data:

Any anonymous data or data which cannot lead to the
iIdentification of an individual is non-personal data.
Non-personal data includes data of climate collected
through the weather apps.

Cab apps such as Ola, Uber and, social media platforms
such as Facebook, Instagram etc. gather both personal and
non-personal data.
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Do private entities also collect data?

1. You can be directly identified by
your personal data.

2. You cannot be directly identified
by your non-personal data.

3. Personal data can also be classified
into sensitive personal data which
require extra security.

4. Non-personal data represents computer
patterns, climate data, traffic patterns.
Non-personal data are not tightly regulated.

5. Social media platforms collect both
types of data from different
applications that you use.
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Why is data so important?

Data can be used for different purposes depending upon who is
collecting the data. Big firms use the data to improve their effi-
ciency. Data helps in organizational decision making, and to steer
the future strategies. Data helps the organization to visualize the
relationship between what is happening different locations. The
government can potentially use the data in an attempt to bring
equality in society by formulating policies and ensuring fair repre-
sentation of everyone.

1. Data can be used to predict your
behavior.

2. From insurance companies to
chocolate companies, every com-
pany is using the data to target,
identify, and sort their customers.

3. The data is used by the government to e
determine everyone's stake in the policies. TN

SR

4. Data is also used to improve
traffic, law and order etc.

5. But, the usage of the data can
be discriminatory as well.
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So what's the problem?

Data can be used for good as well as bad purposes.

Previously, we saw how data can potentially be used as a
force for good. However, data is a powerful tool which gives
Immense power to those who have control over it. Data se-
curity has increasingly become a cause of concern. Security
of Aadhar data has increasingly been called into question by
public interest technologists while the government has
denied any breach. Further, your social media data can used
to influence electoral outcomes.

The Cambridge Analytica scandal showed how data of up to
87 million Facebook users were used to influence voting
patterns and electoral outcomes. Cambridge Analytica has
worked for the 2016 Trump Presidential Campaign. More-
over, financial institution have come to use individual's
social media practices as proxy for creating risk profiles and
determining creditworthiness.
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An electoral analyst can predict voting patterns as per
Issues, demographics, and behaviour. How worried are you
about national security? What do you think about the econ-
omy? What do you think about law and order? You are likely
to vote according to the issues that affect you. And you can
be persuaded through social media to vote according to
your likes and dislikes. This creates filter-bubbles and close
out democratic spaces for discussion. This undermines a cit-
izen's rights in a democratic system.

Political parties, along with corporates, will continue to ap-
propriate social media to influence the voter during election
time. The imbalance of power exerted by powerful stake-
holders have a pervasive impact on constraining citizen'’s
democratic rights.

14






