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Data Rights for Communities

The Internet has changed our lives in every possible way-be it
our experiences of conversations or expressions of our ideas,
beliefs, or even emotions. It has become our livelihood, our
source of entertainment, and our mode of release all rolled into
one.

However, conveniences come at a cost. The Internet is able to
make our lives simpler because it collects our data from every
Interaction we have with it. How we interact with the Internet
tells a lot about our tastes and preference patterns, likes, dis-
likes, causes we support, ideas we don't, our spending patterns,
our risk profiles, our credit worthiness, whether we are ‘model’
citizen, or hold opinions that do not toe some imaginary line.

Such data are collected, processed, and used by the entities
whose services we use on the Internet. Given how deeply
entwined these practices are within our lives, rights we enjoy

as citizens and individuals tend to get caught up in how such
data are collected and used and how much is revealed to whor
and to what extent.

In this context, 'Data Rights For Communities' is an effort to
give you a sense of understanding about the data, how it is
collected and used, and the rights associated with it.




We all use social media platforms, don’t we?

We love sharing photos on different social media plat-
forms. We like looking at pictures of our friends and re-
acting and comment on them. We also like different
pages for different purposes — entertainment, news, gos-
sips, fitness etc. It sometimes feels there is no end to the
things we can ‘like".

Have you noticed that while using social media plat-
forms, different advertisements also pop up on our
screen, don't they? | have seen them many times and you
must have seen them too. Have you ever noticed why
only content similar to those that we like keep coming
up? | have noticed that whatever | try to search on
Google, Amazon, Flipkart, or Paytm, the same advertise-
ments flash on my social media accounts too. You will
also notice that something similar happens every time.



data. This data set is collected on the basis of our likes,
comments, posts we share, things we may read, the
videos we watch etc. This data is later used to influence
your choices ideas and everything that you may do in
your daily lives. 9 9




Data

1. Data are characteristics or information about you
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2. Data is stored in such a way that it can be processed.

i
3. Data can be used to influence you and to monitor your activities,
behaviour, and practices.

4. All interactions with the Internet can
be collected, stored, and processed
as data.

5. Businesses, governments, and many other organisations use data

to improve their work efficiency.
6
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Is data collected only by social media platforms?

No. All businesses and government entities collect data
about customers and citizens in one form or another. Busi-
nesses and who provide digital services are able to capture
very granular data on basis of mobiles applications that are
provided by them to the customer. However, the practice of
enumeration and data collection stretches back to colonial
times. Data of the number of households in India was first
collected by the British in 1872.

Since then, governments have collected data like census
data to enable better administration and policy planning.
However, data aggregation by government today have also
come to include digital identification systems like Aadhar
Card which contains digital biometric information. This is In
turn linked to a large extent to other utility services we use
like banking, mobile phones etc.

The stated aim of the Aadhar project is provide seamless
social protection delivery to eligible populations without
leakages. The data triangulated across the social protection
database provide a 360 degree overview of an individual.



Is data collected only by social media platforms?

1. There have been various data collection
practices at various points of time.

2. Census is also a way
of collecting data.

3. The government uses data to
formulate policies.

4. Data aggregation by government has come
to include digital identification systems
like Aadhar.

5. The Aadhar data triangulated through
linkage with utility and social protection
services provides a 360 degree overview
of an individual.
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Different Ways to Collect Data
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Aadhar Card, Health Card etc
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Do private entities also collect data?

Yes. Private firms, financial institutions, digital payment sys-
tems also collect vast amounts of data. From Ola, Uber to
Paytm and Zomato, every application that we use on smart-
phones or computers collect our data and process it.

There are two types of data:
1. Personal data:

Any information that relates to any individual, or different
pieces of information which can lead to the identification of
a person is called personal data. Personal data constitutes a
mobile number, name, birth certificate, etc.

Personal data can also fall into the category of sensitive
personal data which are those aspects of personal data that
need extra security like you religion or caste, political opin-
lon, mental health etc

2. Non-personal data:

Any anonymous data or data which cannot lead to the
iIdentification of an individual is non-personal data.
Non-personal data includes data of climate collected
through the weather apps.

Cab apps such as Ola, Uber and, social media platforms
such as Facebook, Instagram etc. gather both personal and
non-personal data.

10
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Do private entities also collect data?

1. You can be directly identified by
your personal data.

2. You cannot be directly identified
by your non-personal data.

3. Personal data can also be classified
into sensitive personal data which
require extra security.

4. Non-personal data represents computer
patterns, climate data, traffic patterns.
Non-personal data are not tightly regulated.

5. Social media platforms collect both
types of data from different
applications that you use.

"
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Why is data so important?

Data can be used for different purposes depending upon who is
collecting the data. Big firms use the data to improve their effi-
ciency. Data helps in organizational decision making, and to steer
the future strategies. Data helps the organization to visualize the
relationship between what is happening different locations. The
government can potentially use the data in an attempt to bring
equality in society by formulating policies and ensuring fair repre-
sentation of everyone.

1. Data can be used to predict your
behavior.

2. From insurance companies to
chocolate companies, every com-
pany is using the data to target,
identify, and sort their customers.

3. The data is used by the government to e
determine everyone's stake in the policies. TN

SR

4. Data is also used to improve
traffic, law and order etc.

5. But, the usage of the data can
be discriminatory as well.

12
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So what's the problem?

Data can be used for good as well as bad purposes.

Previously, we saw how data can potentially be used as a
force for good. However, data is a powerful tool which gives
Immense power to those who have control over it. Data se-
curity has increasingly become a cause of concern. Security
of Aadhar data has increasingly been called into question by
public interest technologists while the government has
denied any breach. Further, your social media data can used
to influence electoral outcomes.

The Cambridge Analytica scandal showed how data of up to
87 million Facebook users were used to influence voting
patterns and electoral outcomes. Cambridge Analytica has
worked for the 2016 Trump Presidential Campaign. More-
over, financial institution have come to use individual's
social media practices as proxy for creating risk profiles and
determining creditworthiness.

13
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An electoral analyst can predict voting patterns as per
Issues, demographics, and behaviour. How worried are you
about national security? What do you think about the econ-
omy? What do you think about law and order? You are likely
to vote according to the issues that affect you. And you can
be persuaded through social media to vote according to
your likes and dislikes. This creates filter-bubbles and close
out democratic spaces for discussion. This undermines a cit-
izen's rights in a democratic system.

Political parties, along with corporates, will continue to ap-
propriate social media to influence the voter during election
time. The imbalance of power exerted by powerful stake-
holders have a pervasive impact on constraining citizen'’s
democratic rights.
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Sois the information being collected with our consent?

Have you ever noticed that when you download an applica-
tion on your smartphone, a big essay pop up your screen
and you are asked to tick a small box? When you tick this,
the app takes consent from you about the information can
be accessed from your smartphone and how and where
such will be used and with whom it will be shared.

< Tikiok € Contacts permission Q

= d'TikTok Q

Privacy Policy
Ifyou ate ot In the US, EEA or Switze

Allow Allow TikTok to take pictures and
rrrrr d video?

SUMMARY

What information do we collect about you?

Consent means that you are agreeing to do something, or
you allowing someone to access your information. If some-
one comes to your house to ask for health, education, or
any information, then you can ask them why they are asking
for these pieces of information. In the same way, you also
have the right to give consent on the internet, too.
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1. The danger of misuse of data is becoming more critical
than ever.

5. With artificial intelligence gaining ground data will come
to play even more structuring role in the future.
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Algorithms
= M

An algorithm is a technique that anticipates user behaviour
and/ or completes a given task on their behalf. It is a pro-
cess of self-learning by a computing system of processes
that it is used to automate or predict. It uses data to learn,
the more people use a system, the more it learns from their
behavior and the better its predictive ability gets. Based on a
person’s usage patterns, social media platforms always try to
give preference to the content which the user might want to
see first.

Have you noticed that when you like a page, then the same
type of pages start coming in the suggestion box? If you
watched a video, more videos of similar type start popping
up. Whatever you like, watch, or shop — similar content or
product will be pushed towards you. If you try to search on
national security, then you will begin to see content related
to national security everywhere from YouTube to Facebook.
And with this kind of filter bubble, it's challenging to devel-
op an unbiased opinion on any issue.

14



The algorithm creates an imaginary world around you.
On the Internet, everyone is living in a virtual world,
according to their belief system. Filter bubbles has
made it easy to polarise society, to spread fake news,
and to peddle rumors.

All of the above is operationalised based on your in-
formation using data driven techniques. Every applica-
tion knows something about you. Your mobile alarm
knows when you wake up. Your Google Map knows
which route you take to reach home. Your Google As-
sistant knows when you are angry. Swiggy and Zomato
know when and what you love to eat.

18



Data Rights for Communities

Algorithm

1. The algorithm tries to show you the content
based on interest rather than relevance or

accuracy.
INPUT
O O £ NANGOES
Q 2. The purpose of the algorithm is to

optimize everything which also raises

ALoRTR e.thlca.l concerns in morally complex
situations.

L

oUTPUT

3. Complex algorithms are increasingly
being deployed on large and complex
data systems and structures extracted
through the provision of digital services

<

4. Data driven techniques sort, analyze,
and predict with the aim to optimizing
business objectives

g
S
3 ol

5. Filter bubbles created by algorithms have
made it easy to polarise society, to spread
fake news, and to peddle rumors. .
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Surveillance @ @ @
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Public places like railway stations, cinema halls, and now even
workplaces are being monitored through CCTV (Closed-Cir-
cuit Television) camera. Have you ever thought that who is
keeping these data that is being gathered? How safe is the
information?

Governments have highlighted how CCTV cameras have
helped to thwart crime. My state government are using CCTV
cameras along with legacy data and sophisticated predictive
policing algorithms as a law enforcement measure. News re-
ports mentioned the use of facial recognition systems de-
ployed during December 2019 protests. This led to questions
of privacy and discrimination given the documented instances
of such softwares to be discriminatory against minorities and
marginalized communities — thereby leading to the tagging of
such communities as inherently criminal. Many governments
around the world are deliberating the banning of facial recog-
nition softwares in policing as a result of their discriminatory
potential.

20
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For example, if the machine learning and algorithms show
that there is a higher probability of crime in a low-income
neighborhood then its increases the likelihood of people in
that particular neighbourhood to be classified as criminals.

This would result in false positives and criminal profiling as
per social and economic status creating greater possibility of
discrimination, harassment and exclusion for those communi-
ties and the children who grow up there. In the garb of lower-
ing violence there is increase in surveillance activity. Then the
question is, do | have any privacy? Or am | being watched
every single moment? And how am | being classified?

4
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Surveillance

1. Surveillance without transparency can sort and classify on indicators
that would lead to exclusion and disenfranchisement.

2. The accountability should be fixed, who and why are we being watched
and on what basis such decisions are taken.

& *

3. Over surveillance can lead to a more severe form of censorship which
will distort the flow of information.

4. Surveillance systems should institute mechanisms of due process.

@@@ e OO eow e
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5. The question of monitoring should be seen in the context of necessity
and proportionality without infringing on the right to privacy.
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So what is privacy?

Remember the days when we used to get phone calls or mes-
sages, every single day, to link the bank account with an Aad-
haar Card. Have you ever wondered why we don't get them
now? The Supreme Court of India, in its historic judgment,
recognised privacy as a fundamental right.
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The Supreme Court said that the Right to Privacy is a funda-
mental right protected under Part Il of the Indian Constitu-
tion. It is an intrinsic part of right to life and personal liberty
under Article 21 of the Indian Constitution.

Privacy is contextual. The boundaries of what is considered
private vary between cultures, society, and individuals. Your
idea of privacy and its limits may be different in your homes
and in online spaces. Further, towards the exchange of your
Information online, your expectations of privacy might be
completely different.

w3
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So what is privacy? \%’*\Y

1. What would be your reaction if someone starts keeping an
eye on everything all the time, What do you do, what you eat,
what medicines you take, where you go, what you think, what
you watch online?

2. Privacy is a fundamental right, guaranteed by the Constitu-
tion of India

3. Every individual has every right to keep anything private,
until and unless it is not a criminal offensive.

4. If our privacy gets affected, our ideas, thoughts everything
would be affected due to the fear of being watched every
time — leading to what is called the chilling effect — people
too afraid to express themselves.

5. Democracy will be in real danger if our personal details like
political party we support, idea of the political spectrum we
like etc., are kept under close vigilance.

24
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So what next?

Technology is no longer limited to making instruments and
machines, it is furthering techniques which are more potent
and powerful than ever before. Artificial Intelligence (Al) refers
to the simulation of human intelligence in machines. They are
made to think like humans and imitate their actions and
speed up actions that would take an individual a lot of time to
get done.

Resources can be saved using Artificial Intelligence. It can be
used to regulate traffic, to improve agricultural productivity,
save lives through preventive screening in healthcare etc. It
can prevent suicide, violence, and almost everything, which
only a few years ago seemed impossible for a machine.

However, without the data, Al is nothing but a toy. All these

fascinating developments would not be possible without the
data; as mentioned earlier, Al is an entirely data-driven tech-
nology. And, despite all these great developments, pertinent
challenges of Al have not been addressed.

In the data-hungry world of the future, which is just a
moment away, we would increasingly be classified on the
basis of the data gathered about us from different sources. So
there needs to be greater transparency and safeguards in
place for us so that we know how our data is collected, how it
Is going to be used, and what rights we have pertaining to
that data.

28



So what next?

1. Greater use of Al would lead
increased classification of people
on the basis of data collected
about them.

2. We should know how our data is
collected, how it is going to be used,
and what rights we have pertaining to
that data.

3. Al would collect data from multiple
sources in whichever sector or function
it is deployed in

4. Al is a uniquely data-driven
technology.

5. Al has a humongous potential to
bring positive changes, but the danger
of it being wrongly used remains a
menacing challenge too.

26
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Why should | worry about Artificial Intelligence?

Discrimination

From governments to private firms everyone gathers informa-
tion about us. They determine what ads we would see. Based
on these data sets, Governments formulate policies. These
policies affect us in many possible ways. Imagine, if criteria for
the job or loan and, the eligibility of the scheme is done based
on these data sets through not very transparent techniques —
like using your social media activity to build risk profiles de-
termine credit-worthiness or as a proxy for stability in a partic-
ular job — how would you feel?

Decisions based on these data and the use of Al can reinforce
Inequalities and discrimination that already exists in society.
This discrimination is likely to affect the vulnerable sections of
the society most — remember the example of criminal risk pro-
filing mentioned above. Those who will not be able to fall
within some predetermined matrix with built-in classifiers will
be overlooked by the Governments too. The discrimination
will be clinical.

27
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Why should | worry about Artificial Intelligence?

Transparency:

Despite all the enthusiasm about the success and develop-
ments of Al, many critical challenges remain unaddressed. As
algorithms become more advanced, understanding their inter-
nal functioning has become ever more challenging. One of
many reasons is that the companies developing them do not
allow independent examination of their algorithms, rather
they are trying to convince that Al is becoming vague due to
its increasingly complex techniques. With Al becoming even
more pervasive in our day to day lives, if efforts are not taken
to make its process more transparent and inclusive, it will have
a devastating effect on the most marginalized sections of so-
ciety.

28
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So what is the Government doing?

The Government of India presented the Personal Data Pro-
tection Bill to regulate the data. The bill is currently being
analyzed by the Joint Parliament Committee. The Govern-
ment has proposed that the bill will protect the personal
data of every Indian and its usage will be categorically speci-
fled. The bill also addresses the issue of cross border data
transfer and accountabllity of entities. But it gives a huge ex-
emption to government institutions and agencies with very
little due process.

The bill will also provide tremendous power to the govern-
ment to access citizens' data any time. The bill was heavily
criticized for ignoring the privacy of the citizens. Less auton-
omous power has been given to the Data Protection Author-
ity. Over centralization of information would create an atmo-
sphere of fear, distrust, and democratic rights will be eroded.

30
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So what is the solution?

1. A strong law would ensure protection of personal data.

2. The law should ensure transparency.

3. The accountability of the entity, who processes the data
must be fixed.

4. Privacy, which is a fundamental right, must be respected.

5. The legislation must include due processes for Government
entities as well.

3



So how can you ensure safety of data at the moment?

Social media platforms are places where you spend a lot of
time doing numerous activities — right from chatting to post-
Ing your views to uploading your photos, everything. So it is
iImportant to manage privacy settings on your phone, laptop,
and every social media platform that you use.

Almost every application asks information about you like,
where you live, which school you have attended, what inter-
ests you, where are you currently working, where did you
work before, or which political party or ideology do you sup-
port.

Many applications ask for more personal information. All
these pieces of information may seem harmless at first
glance, but it can be stored, processed, and tracked. It can be
used by big firms to sell their products, and political parties
may use it to influence you.

So in the times of emerging new techniques and smart-
phones, we must be cautious about the privacy settings of
these applications. Here are some suggestions that you may
find useful.
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So how can you ensure safety of data at the moment?

1. We understand that reading the terms and conditions of
these applications is a tiresome task, but try to read it.

2. Be cautious about the information being asked to share.

3. Try to avoid sharing your personal information as much as
you can.

4. Share photos, videos, any information, or any news on

social media with high discretion.

5. Keep an eye on your phone'’s privacy settings as well.

28



Facebook

1.First, choose who can access your information. You cannot hide some
information like name, profile photo, etc., but some information can be
managed like your activity, your post, your friend's list, etc. To make a
change, click on the three-point option on the right-hand side of the
Facebook profile, and manage your activities and privacy settings.

« Profile Settings

QP Editprofile

() Story Archive

[ saved tems

@ ViewAs

= Activity Log

Sharada Kerkar

& Project Officer at Digital Empowerment
“ Foundation

¥¥ Worked at Gandhi Fellowship
7 Studied at Christ College
72 Studied at Christ University

72 Went to Dempo hss of arts and science

B \Mant o Cheict Callana Banaalare.

@ Manage Posts
K2 Timeline Review
) View Privacy Shorteuts

Q searchProfile

Your Profile Link

four parsonalized link on Facebook

hittps://www facebook com/pupun

[ copyuink

2. Be cautious about the posts you share with. Before posting any-
thing, there is an option in the top right, in which Facebook asks you
to choose with whom you want to share-only to yourself, to your
friends, or to the public means anyone. Choose ‘your friends’ option.

€ Privacy Shortcuts

Tools to help you control your privacy and security
on Facebook

A . il

dle - =
e .
Privacy
Control who sees what you share on
Facebook, and manage data that helps us Who Can See What You Share

persona lize ex| periences
We'll walk through the options to make sure your

& Review a few important privacy settings settings are right for you.

%> Learn about your privacy on Facebook =) Profile information
© Manage your location setlings i Posts
& Blocking

:g: Control face recognition
s Seemore privacy settings

'y

£ -
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3. Don't grant any third-party applications to access your Facebook pro
file. When you download a new application, you might be asked to log
in through Facebook in order to sign you up for that application quick-

ly. Such applications can keep track of the activity of yours on Face-
book. You can disallow those apps by clicking on Data settings > Apps
and Websites.

€ Appsand Websites

re are the apps and websites from other companies
you've used Facebook to log into and have recently
used. You can remove any that you no longer want to

use.
n Houseparty Remove
(O} PicsArt Photo Studio Remove
Your Data Settings on Facebook @ Quors Bemove
we'll walk through the options to make sure your Ch R
settings are right for you. npe.org Emava
.0 Apps and websites TripAdvisor Remove
@ Tip: You can change the information you're
= sharing at any time in settings. You can also

n, 0U G
review apps you've removed or that have
expired.

4. You can prevent your profile from appearing in Google search by dis-
abling in the privacy setting.

« & Phone Number and Email

@ Tip: It's common for people to have the
= same name, so we have a few ways people
can find each ather on Facebook.

Choose who can look you up by your phone number and
email address.

Phone number Q Everyone «

How People Can Find You on

Facebook Email @ Everyone «

We'll walk through the options to make sure your
settings are right for you.

&, Friend requests

[» Phone number and email
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5. Facebook keeps tracking your browsing activity everywhere and use
these data to provide you with more personalized advertising. You can

manage it too. In the Menu Settings, on the left click on "Advertise-
ment". In the first section, Facebook will display your interests. If you tur
this setting off then you will still be able to see the same number of ads
but these will not be based on your web history.

« Q Search Settings € Ad Preferences
R -
&

Your Facebook Ad Preferences

© Yourimerests

EIENF K

Q Notification Settings
¢ Chocse which rotifications you want and whera you receive
them

Text Messagin:
| A——— © Asveriorssnd usinesces
Z Email Your Information

Manage you email notif cations

6. Immediately block suspicious users.

€ Blocking « sneha X

Blocked People

You haven't blocked anyone yet.

il Snchal Naik Pecnekar
i 2 mutual friends

Snehal Jadhay
1 mutual friend

JAg snehasish Das

E - ﬁ

] ’
ih = " 20 a0 9
Fy 2 582 8% 33
a2 3& Sk 2 &
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1. To keep your account more secure - go to Profile > Settings > Se
curity Option > turn on Two-Factor Authentication > turn on text
message option too.

£ Security &— Two-Factor Authentication

Login Security

d Password

O Login Activity

Choose Your Security Method

Q Saved Login Info
EB Two-Factor Authentication

[ Emails From Instagram

Data and History

it] Access Data

4 Download Data
B Apps and Websites

Q Search History

@ Q V)

2. To keep your account private, click on the profile to make it private,
go to Settings > Privacy > turn on 'Private Account.’

N

& Privacy < Account Privacy

Interactions Privi
Q) comments

[gl Tags

@ Mentions

{5 story

2, Activity Status

Connections

ﬁ Account Privac! Y

® Restricted Accounts

® Blocked Accounts

& Muted Accounts
)

Q Q
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3. If a third party application asks for your permission from Instagram‘§
then, allow it carefully. Review what information it is asking for. You can
also remove it. Go to Settings > Authorized App > manage your set-
tings.

4. Block the suspicious user immediately. To block someone, go to their
profile, and click on the three-point option, and the block option will

POpP Up on your screen.

Report...

Block
Restrict
Hide Your Story

Copy Profile URL

Share this Profile

5. You can turn off the active status on Instagram. Go to Settings >
Active status and turn it off.

& Activity Status
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6. You can turn off the direct messaging facility. To do this, go to Profile

> Settings and turn off the direct message. =
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Twitter “ f

1. You can your account private. To do this, click on the Profile > Set-
tings > Privacy > enable 'Protect Tweet'. At the same time, an option
will be shown below, the tweet location meaning that the place you
have tweeted from, from which phone, etc. — you can turn it off.

¢ Settings and privacy
(@SharadaKerkar

Account

Privacy and szfety

Norifications

Conlent preferences

¢ Privacyand safety
@SharadzKerkar

Tweets

Protect
Only cur

tttttttt

Photo tagging
off

Direct Messages

General
Direct Messages
Display and sound
Data usage Discoverability and contacts
Accessibility Discoverability and contacts
PYDXY Learn more about how this data Is used 10 connect you with

pecple.

About Twitter

2. Within security settings, Twitter allows you to manage how much
information Twitter will use. For example, most options are fairly
self-explanatory - personal ads or sharing the data with Twitter's busi-
ness partners etc.

) N ¢ Privacy and safety
€ Settings and privacy @SharadaKerkar
@SharadaKerkar Muted accoun ts
Account Muted word:

Privacy and safety

Locatio
Notifications

Precise locati
Content preferences abled

Personalisation and data

i Personalisation and data
Accessibility Allow al
Proxy See your Twitter data
RRRRRRR nd edit your profile information and data associated
About Twitter with your account.
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If you have enabled the 'Personalize based on your devices', Twitter
might pick up your data from different platforms to show you more per-
sonalized advertisements.

3. By going to settings, you can also decide whether you are interested
in seeing sensitive posts or not. You can turn it off and also block any
suspicious user

¢ Privacy and safety
@SharadaKerkar

< Settings and privacy

@SharadaKerkar
Safety

Account
Display media that may contain sensitive .

content

Privacy and safety

Mark media you Tweet as containing

Notifications material that may be sensitive

Blocked accounts

Content preferences

Muted accounts

General

Muted words
Display and sound
Data usage Location

Precise location

Accessibility i
Enable:

Proxy

owing you

About Twitter

\
LW

\
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TikTok

1. You can keep your account private — in order to do that go to
profile, click on the three-point option on the top, click on the
option of privacy and settings, and make it a private account.

& Settings and privacy & Privacy and safety

Ad autnorization

2. By turning of digital well-being, you can decide the time a child
can use the app and ensure that inappropriate content will not be

shown etc. In order to do this, go to the settings of the TikTok App
and turn on digital well-being. You can also add passwords to make
It more secure.

Digital Wellbein
& Settings and privacy = o 9

Restricted Mode

GENERAL
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&« Settings and privacy &« Who can send you direct mes...
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& Privacy and safety
No o
[Tk Conten: pre’ es ity
[4 Balance
2> Share grofi

4. You can also manage with whom you wish to do duets. Click on

the privacy and safety setting > Tap on 'who can duet with me' and
choose the suitable option.

& Settings and privacy < Privacy and safety
ACCOUNT
Man. 1y ac 30N
Person
Priv: d safet
Ad authe
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Who can Duet with your videos E
[A Language
v w your liked video:
7 Digital Welloeing
amm v
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5. Block suspicious users immediately. To block someone - go to

their profile, you will see the block option when you tap on the
three-point option.

@michuofficial

40 158.5K 554.5K
Follow ©
'm Michu al he time
juetwithiricy your videos %
tagram Tl ing_




Youtube

1.What you watch and what you like can be kept private. In order t
do this go to Settings > Privacy. Now, many options will pop up on
your screen like videos that you have liked, you have saved, and the
channels you have subscribed to — you can tick the options as per
your choice.

& Channel settings Q & Sharada Kerkar
Sharada Kerkar
No subscribe
Created playlists
a Public
Sharada Kerkar Vs
ription 4
Privacy
Keep oll my subscriptions private D
Keep all my saved playlists private @
Liked videos
Only you can vie
har name hor Subscriptions
Only you can viey
f o a ] * o o )

2. Google keeps an eye on YouTube videos that you watch and uses
this information to show you personalized ads. But if you don't like
it, you can turn it off,

X Google Account
X Account 9 e
q SharadiiKaier & Data & personalisation  Security
sharadakerkar7@gmail com N Web & App Activity
your Google Qo
B Your channel 0 Location History
@ on
¢ YouTube Studio
YouTube Histo
[  Timewatched o g
@ o
3 Get YouTube Premium
©  Paid memberships
B3 switch account
© 7 Incognit
@ Your data in YouTub
0 Sellings e Q @ =
Account
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If you don't mind personalized ads, but still want some control over
your privacy, you can remove some information about your interests.
For example - your interest in music. Go to the privacy settings of
your account, there you will see the option of 'Ads based on my in-
terest' you can change your preferences there easily.

3. You might want to keep deleting the watched videos frequently, in
order to do this click on the library on the right side of YouTube, the

history option will appear when you can click on the three-point
option beside any video and delete that video.

< History Q

Q. Search watch history

o . .
= AT Ny =%
- e A
N : Dorit Try : GOA3654thJune : TheProblen
This At Home " 2020 Konkani Kh " Amab Gosw
3 Younick (G0a 365 TV DRy Rathes Remove from Watch history
D History Save to Watch Later
Downloads
% 30 recommendations ; Save to playlist
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WhatsApp is one of the fastest-growing instant messaging services, and
it has changed our experience of communication completely. WhatsApp,
however, works on an end-to-end encryption technique. It is the default
mode of WhatsApp and cannot be turned off. Encryption ensures that
your messages can only be read by the recipient. Similarly voice and
video calls too are encrypted. At a time when everyone is struggling to
secure privacy, encryption provides much-needed privacy for the online
activities. Here are some small steps which you may take to enhance
your security and privacy on WhatsApp.

! . .

' 1. Each conversation on Whatsapp is encrypted with unique QR
code and 6 digit numbers. You can verify these codes. And, when
the security code is changed, WhatsApp can send a notification.
Go to the settings option of WhatsApp, click on the account, and
go to security and turn it on.

6:44 @ 3 W4 044% 644 @ 3 W4 d44%

&  Settings < Account

Sharada Privic
At work Y

Security

Account

Privacy, security, change number Two-step verification

Chats - i
Theme, wallpapers, chat history lange number

Notifications Request account info

Message, group & call tones

Delete my account

Data and storage usage

Network usage, auto-download

Help
FAQ, contact us, privacy policy

2% Invite a friend

from
FACEBOOK
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2. Turn on two-step verification. This will make your data more protected.
To activate two step verification- go to the Menu > Settings > Account >
enable Two-Step Verification. Create a six-digit PIN code that you can
remember easily. If you forget it, add your email address to retrieve that

code.
-
» J

644 © % ®.444% 644 © B © * ®.Ad4aa% 6:45 © B (O *» ®A4044%

< Account €<  Two-step verification €« Two-step verification

Privacy Enter a 6-digit PIN which you'll be asked for when
you register your phone number with WhatsApp:

Security

Two-step verification

Change number For added security, enable two-step verification, which will
require a PIN when registering your phone number with
WhatsApp again
Request account info

Delete my account

ENABLE

3. Do not click on any kind of suspicious link. This will increase the risk of
your chat being hacked or data being robbed.

: o ¢

3. You can opt-out out of back-up on Cloud: Data saved on the cloud -
like Google Drive, or iCloud, etc. makes tracking easier. To turn it off- go
to the menu, tap on settings, open chat, go to chat backup and click on

'never'.
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5. WhatsApp is not the most private messaging app, but it gives users at
least some control. You can manage your preferences. Go to settings, click
on the account, and go to privacy. You can control who can see your last
seen, profile photo, status, and live location, choose the option as per your
choice. You can also hide the read recipients, it turns off the blue check-

mark.

6:44 ©

< Settings

Sharada
Atwork
Account

Privacy, security, change number

Chats
Theme, wallpapers, chat history

Notifications
Message, group & call tones

Data and storage usage
Network usage, auto-download

Help
FAQ, contact us, privacy policy

Invite a friend

from
FACEBOOK
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& Chats

Theme
System default

Wallpaper

Chat settings

Enter is send
Enter key will send your message

Media visibility
Show newly downloaded media in your
phone's gallery

Font size
Medium

App Language
Phone's language (English)

Chat backup

Chat history
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< Privacy

647 @ ©

&

Chat backup
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You can restore them when you reinstall WhatsApp.
Your messages will also back up to your phone's
internal storage.

Local: 7:41 am
Google Drive: 9:42 am
Size: 5.8 GB

BACK UP

Google Drive settings

Messages and media backed up in Google Drive are
not protected by WhatsApp end-to-end encryption

Back up to Google Drive
Never

Google Account
sharadakerkar7@gmail.com

Back up over
Wi-Fi only

Include videos

% ®.4043%

Privacy Who can see my personal info

If you don't share your Last Seen, you won't be able to see other
people's Last Seen

Security
Last seen

Two-step verification Nobody

Profile photo
Change number My contacts

Request account info About

My contacts
Delete my account

Status
My contacts

Read receipts .
If turned off, you won't send or receive Read

receipts. Read receipts are always sent for group

chats.

Groups
Everyone
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6. Even though WhatsApp claims to encrypt all chats by default, sometimes
it is better to double-check, especially when you are sharing sensitive infor-
mation. To verify encryption, in that contact's chat window, tap the contact's
name, and then tap encryption. You will see the encryption code. It can be

scanned and verified.
b, =
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¢« Papa : ¢  Verify security code <
You, Papa

Mute notifications
Custom notifications
Media visibility

Encryption 38996 40597 02214 84042
Messages to this chat and calls are secured with ﬁ 18585 85898 98677 02954

end-to-end encryption. Tap to verify. 42501 17339 16811 43725

Phone number To verify that messages and calls with Papa are

end-to-end encrypted, scan this code on their phone.
+91 8888888888 You can also compare the number above instead.
Siier Learn more

Groups in common 10

Aku - Mama family
Asawari, Babu, Mamma, Papa, Raju, Sushma, TUK,...

SCAN CODE




If you use a laptop or computer, you can use the Firefox
browser, it is more guarded. Click on the privacy settings in the
browser, you will get an option - "Tracking protection in
private windows"- you can make it default.










Data Rights for Communities is resource document created to gener-
ate awareness about changing nature of rights in a rapidly evolving
digital world. With data becoming an integral part of our lives it is cru-
cial that we understand how our data it is being used. Data is being
used in transformational ways that can be used to bring about prog-
ress and prosperity. However, given the power and control that comes
with ownership and: processing of data has led to grave concerns
about the threats of its adverse usage. Therefore, it becomes critical
that we understand its impact as well as the rights associated with it.
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